National Aeronautics and
Space Administration

Headquarters
Washington, DC 20546-0001

DEC 19 2008
Reply to Aan of Office of the Chief Information Officer
TO: Distribution
FROM: Senior Agency Information Security Officer

SUBJECT:  Agency Organization-Defined Information Technology Security Controls

In accordance with Federal Information Processing Standard (FIPS) 200, Minimum
Security Requirements for Federal Information and Information Systems, and NIST SP
800-53 (Revision 2), Recommended Security Controls for Federal Information Systems,
agencies have the flexibility to tailor the security control baselines for those security controls
where organization-defined parameters are indicated. The attachment to this memorandum
documents the current NASA organization-defined values for those NIST SP 800-53
(Revision 2) IT security controls for NASA High, Moderate, and Low systems.

Effective immediately, these controls must be implemented with the defined values in all
new, revised or otherwise modified NASA IT system security plans at all levels of FIPS-
199, Standards for Security Categorization of Federal Information and Information
Systems, security categorizations. These control values are valid until superseded or
rescinded by a memorandum from this office or by an official NASA policy.

Iflyou have questions regarding this memorandum, please direct them to Teresa Fryer at
2-358-2177\or teresa.fryer-1(@nasa.gov.
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NASA Organization Defined Vaiues for NIST Security Controls

TDefine how oﬂe infa mationsstem 1)

accounts will be reviewed

|
|

Define the peried of time before temporary
and emergency accaunts are automatically
terminated by the system

Define the pericd of time before inactive
accounts are automatically disabled by the
system

NASA Organizational Defined Values for NIST SP 800-53 (Rev 2) Security Controls

Semi-Annually

30 days

30 days

The Cenier GO may approve a wavier for
administrative access before completion of
the required training for a period of not
more than:

90 Days

AC-7

For unsuccessful login attempts, define
[before the system is automatically locked]

The number of unsuccessful attempts:

5is FDCC setting

The time period to be used for the
unsuccessid atiempts (x attempts within y
time period)

5 attempits within 15
minutes

5 attempis within 15
minutes

5 attempts within 15
minutes

5 in 15 min is FOCC
setting

The 1S will automatically:

Lock the account/node for a defined period
of time  {OR)

15 minutes

15 minutes

15 minutes

15 min is FDCC setting

Delays next login prompt according to
organization-defined delay algarithm

AC-10

The number of concument sessions for any
user

AC-11

The time period of inactivity before the

session logk, {OMB M-06-16 states must
be at least 30 minutes for remote and
moebile devices]

AC-12

The time period of inactivity before the
information system automatically

jterminates a remote session (For high
systems automatic session termination

AC-13

he system logs of the activities of users
shall be reviewed with respect (o the
enforcement and usage of information
system access confrols.

18(2)

The time period the organization scans for
unauthorized wireless access points and
takes appropriate action if such access
points are discovered

Mo delay

applies to both local and remote sessions) @

No delay

No delay

Nuo delay is FDCC setting

1

15 minutes

15 min is FOCC setting

15 minutes

15 minutes

AT-2

The time period that all users {including
managers and senior exscutives) are
exposed to basic system security
awareness materials [must be at least
annual by}

Anﬁ.uéliy ‘

60 days

30 days

Semi-Annually

Annually

AT-3

The time period for re-training of persannel
with significant 1S security roles and
respansibilities :

Annually

Annually

Annually

AU-2

The list of events that generate an audit
record {AU-2)

Operating system
settings from NIST:
http://nvd.nist.gov/idcoli
ndex.cfm

Qperating system settings
from NIST:
http:/fnvd. nist. gov/fdeefind
ex.cfm

Operating system
settings from NIST:
hittp:/irvd.nist.govifdeclin
dex.cim

FDCC: Operating
system settings from
NIST:
http:/invd.nist.govifdec/ind
ex.cfm

AU-5

The actions to be taken in the event of an
audit failure or audit storage capacity being
reached [shutdown IS, overwrite oldest
audit records, stop generating records)

Qverwrite oldest audit
records

Overwrite oidest audit
records

Cverwrite oldest audit
records and, if capability
exists, generate email
notification
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NASA Organization Defined Values for NIST Sesurity Contrels

The percentage of storage capacity that
causes the audit system to automatically
generate a warning [i.e., warning generated
when this percentage is reached]

AU-5(2)

Audil failure events that cause the audit
system to aulomatically generate a real-
time alert [i.e., real time alert generated

when this audit failure event occurs] .

AU-6(2)

Inappropriate o unusual activities with
security implications that cause automatic
alart of security personnel

.

FDCC: Operating
system specified by
default 98%

.Haraware failures
andfor errors

“|and/or errors
213 Audit starage capacity

exceeded
4.Systemn backup
storage capatity
exceeded

Eacl‘éliskt Hit
rivilege Escalation

1. Blacklist Hit
2. Privilege Escalation
3. Sesurity policy

The AQ shall review the system POAGM :

change
AU-8(1) FFrequency inteznal information system Daily Daily
clocks are synchronized
AU-11  [The time period thal audit logs are retained | 1 year then: 1 year then:
| Delete/destroy when no| Delete/destroy when no | Delete/destroy when no
longer needed for longer needed for longer needed for FDCC: Until overwritten
' administrative, legal, |administrative, legal, audit] administrative, legal, |by additional logging or
audit or other or other operational audit or other systemn reinstall.
[ operational purposes | purposes (NPR 1441.1) | operational purposes
(NPR 1441.1} {NPR 1441.1)
CA-2 The time period between an assessment of | Annually Annuatly Annually
the security controls for the [S [must be at
least annuallyl E
CA-5 Plan of Action and Milestones {POA&M) e _ 2 SR
The time period between updates of a Monthly Monthly Monthly
systems plan of action and milestones,
documenting planned, impfemented, and
evaluated remedial actions to correct |
deficiencies identified in the security controt[§
assessment :
From the time of the identification of the 10 working days 5 working days S working days
security risk or vulnerability, the Security
risk assessment shall be completed within:
AN TIENEd Uniigaled rfsks shar be 1 month 1 month 1 month
entered as items in the system POA&M
within:
Semi-Annually Monthly Manthly

A Tisk assessment shall be congducted 1or
each unmitigated deficiency or vulnerability §
in accordance with NIST SP 800-30 {o

10 Warking days from
identification of
deficiency or

5 Waorking days from
identification of deficiency
or vuinerability

& Working days from
idenfification of
deficiency or

risks designated high within < >
warking days from identification of
deficiency or vulnerability

identify its risk to the system as High, vulnerability vulnerability
Moderate, or Low within
The AO shall be advised of all unmitigated 10 10 10

High risks shalf be mitigated or rigk-
accepted by the AQ within:

30 Working days

15 Working days

15 Working days

risk-accepted by the AQ shall be reporled
as “POA&M ltem Past Due” afler:

High risks that are unmitigated or not risk- 90 Working days 15 Working days 15 Working days
accepted by the AO shall be reported as

“POASZM ltem Past Due” after:

The AD will be advised of all unmitigated 30 Working days 15 Working days 15 Warking days
risks designated maderate within:

Mederale risks that are unritigated or not 6 months 30 Working days 30 Working days
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NASA Organization Defined Values for NIST Secwity Controls

The POA&MSs shall be updated by the first POA&M is POASM is updatedicurrent] POA&M is
day of the month to meet the monthly updatedicurrent on the { on the first of each month.| updatedfcurrent on the
Agency and FISMA report requirements first of each month, first of each month,

CA-B The length of ime that a Security 3 years 3 years 3 years
Accreditation is valid if there are no
significant changes to the 1S, the IS facility,
efc. [per OMB Circulzr A-130, this must be
at least every three years) |

CM-5 Annualiy Semi-Annually Quarterly
Audit, revalidate and/or update the qualified
and authorized personnet list for the
individuals that have informaticn system
access for the purpose of initiating changes

CM-6 Quarterly Quarteriy Quarterly
Validate thal the configuration settings are
being implernented and maintained by !
using a combination of Agency vutnerabili
assessment tools, cenfiguration verificatio
toals, and, if required to assure
implementation, inspections

CM-7 The list of prehibited andfor restricled =1 IS should be assessed for} 1S should be assessed
functions, ports, protocols, andfor services | what functions, ports, | for what functions, ports,
foran 1S and/or services are and/or services are

needed and documented needed and
in the SSP; everything |documented in the SSP;
else should be dizabled. | everything else should
: The websites be disabled. The
| http:/www.FreeBSD.org/p| websites
. oris/ and hitp:/fwww.FreeBSD.org
| bttprivww.iana.crg/assign poris/ and
. ments/port-numbers http:fiwww.iana.org/assi
should be used to assist | gnments/port-numbers
this assessment. should be used to assist;
this assessment.

CM-7(1) |How often the IS is reviewed to identify and Quarterly
eliminate unnecessary functions, perts,
protocols, andfor services .

CP-3 How often contingency roles and Annually Annually Annually
responsibility refresher training is needed Added Low
[must be al least annually]

CP-4  |Contingency plans will be tested;

How often [must be at least annually] Annually Annually Annually Added Low
What tests and exercises will be used to Test and exercise in Test and exercise in Test and exercise in
perform this testing accordance with the accordance wilh the accordance with the
requirements and requirements and strategy requirements and
strategy of NITR-2810- | of NITR-2810-15 and ITS-| strategy of NITR-2810-
15 and ITS-SOP-0040. SOP-0040, 15 and I'TS-SOP-0040.

CP-5 IHow often the contingency plan for the IS Annually Annualty Annually
will be reviewed [musi be at least annually]

CcP-7 The time period before alternative Dependent on recovery| Dependent on recovery | Dependent on recovery
processing sites will be used to perform time objects of the time objects of the system time objects of the
critical mission/business functions when thefll system as indicated in as indicated in the system as indicated in
primary processing capabilities are the Business Impact | Business Impact Analysis| the Business Impact
unavailable Analysis and and Contingency Plan Analysis and

Contingency Plan

CP-8 The time period before alternative Dependent on recovery | Dependent on recovery
communication services will be used to -] time objects of the system]  time objects of the
support the IS when the primary . as indicated in the system as indicated in
communication capakilities are unavaitable -] Business mpact Analysis| the Business Impact

and Contingency Plan Analysis and
Contingency Plan

CP-9 Define how oftery backups of user-level and Daily or opticn of Weekly Daily
system level information will be performed. with daily incremental

CP-9(1) |Pefine how often backup information will bl Quarterly Quarterly
tested to verify media reliability and
information integrity
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NASA Qrganization Defined Values for NIST Security Controls

il ki
The NIST 800-63 level of muftifactor - -
authentication that is employed by an IS for - .
remote access ... .
IA-2(2) |NIST 800-63 level of multifactor {Level 3 {Entrust) or
authentication that is employed by an IS forjff> {Level 4 (RSA SecurelD
local access, Note: Level 4 must be used [f or PIV Card)
for remote access for a high sysiem
1A-4 The time period of inactivity before a user 30 days
identifier is automatically disabled
1A-5 For password-based authentication, the
information systern will require:
Minimum number of characters 12 12 is FDCC seiting
Password to be changed every XX number | 60 60 60 60 min is FDCC setting
of days
Passwords to be remembered for XX uses 24 24 24 24 is FDCC setting
IR-2 The ime period between refresher training | Annually Annually Annually Added Low
for personnel in their incident response !
roles and responsibilities fmust be at least |
annually] _ ]
IR-3 The incident respense capability wilt be
tested: & i
How often [must be at least annually] Annually Annually
The guidance that will be used to test Applicable NASA incident Applicable NASA
and/cr exercise the incident response response policies and incident response
capabilities to determine effectiveness guidance policies and guidance
MA-G For maintenance:
The key IS components requiring i Each program should Each program shouid
maintenance support and spare parts must § explicitly identify their key| explicitly identify their
be identified : W compoenents and list these| key components and list
j . in the SSP. these in the SSP,
Within what pericd of time of failure witl the | 72 hours or 86 hours f (1)] 24 hours or 48 hours if
key IS components be obtained . the Moderate {1} the High
categorization is not categorization is not
based on availability, (2) if] based on availability, (2)
supported by the BIA, and| if supported by the BIA,
{3) is approved by the AC| and (3) is approved by
the AQ
MP-3 Identify any exemptions to the labeling of No Exemptions
media types and hardware cemponents [as
lung as the equipment remains within a
secure envirariment] |
MP-5(1) [The method used to transpert digital and 1. FIPS 140-2 complaint
non-digital media outside of controlled encryption for Digital encryption for Digital
areas Media, Media,
2. Locked container, e.g. | 2. Locked container,
locked briefcase, for non- |e.g. locked briefcase, fori
digital media, non-digital media,
3. Transport by a 3. Transport by a
Custodian/courier Custedian/courier
approved by the ISO, and] approved by the 1SO,
4. Formal Log identifying and
the media, Custodian, time{ 4. Formal l.0g
| provided to the custodian, | identifying the media,

' and destination Custodian, ime
provided {o the
custedian, and

destination
MP-5(2) [The methed used to document activities 150 designated 180 designated
related to the transport of IS media custedian/courier, custodianfcourier,

. registered mail, or an registered mail, or an

authorized delivery service]  authorized delivery

1 with an accountable service with an

tracking system and accountable tracking
manifest included in system and manifest
shipment included in shipment
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NASA Organization Defined Values for NIST Security Controls

How often the list of personnel who have
authorized access to fadilities containing (S
{except for those areas within the facility
officlally designated as publicly accessible}
will be reviewed and approved by a
designated official [must be at least
annually]

Annualy

Annually Annually

PE-3

Physical Access Control

Tor commbination Took access sysiems, e
combination shaill be changed at least
every:

3 months

3 months 3 months

For key JocKs, POSTVE Key conirol shall e
established, key accountability be validated
al leasi every:

6 months

6 months 6 months

PE-8

Haw often visitor access records will be
reviewed by designated officials

Monthly

Monthly Weekly

PL-3

How often the securily plan for the IS will
be reviewed and revised

Annually

Annually Annually

PS.2

How often the risk designation for ali
positions [established as a screening
criteria for individuals filling those positions]
will be reviewed and revised

Annually

Annualty Annually

P&-6

Signed access agreements for individuals
requiring access fo agency
infermationfinformation systems {before
access) are reviewed/updated forgn
defined frequency]

Annually

Annually Semi-Annually

Added to the Jist sent to
ITSMs

RA-4

How often the IS Risk Assessment will be
updated [assuming no significant changes
have occurred fe the IS, the faciiittes where
the systeras reside, or other conditions that
may impact the security or accreditation
status of the system]

How often the 1S will be searched for
vulnerabilities [using appropriate
vulrerability scanning teols and techniques]

RA-5(Z)

How often the isLof 1S vulnerabilities 1
updated if na significant vulnerabilities have
been identified and reported

Annually

e

Annually Annually

Monthly Manthly

Cluarterly

R

A

SC-5

List the types of denial of service attacks or
reference a source for a current list that the
15 is protected against

SC-10

The length of inactive time before a
network disconnects a session [aftera
period of inactivity)

Sl-2

Flaw Remediatio

hitp:/fwww.us-cerl.gov
and

hitp:/fwww.cert.orgftech

_lipsfdenial_of_service.

htto:/iwww.us-cert.gov and
hitp:/fwww cert.orgftech_tH
psfdenial_of service.html
websites

http:ffwww.us-cert.gov
and
hitp:/fwww.cert.crgitech_|
{ipsfdeniat_of_service.ht
ml websites

30 minutes 30 minutes

Vendar or NASA GE25/gnated cical
patches shall be applied within

72 Hours

72 Hours 72 Hours

Center "snapsnol’ of paich status siall
automatically be provided for update of the
Agency ERS and used for build of the
Agency monthly Patch reports

Weekly

Weekly Weekly

For non-networked systems with absolutely
no physical or logical connection to the
network, a manual report in Excel format
shalt be provided to the cognizant Center

security represeniative

Monihiy

Manthly Monthly
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NASA Organization Defined Values for NIST Security Controls

A real-time alrl is provided for the
following indications of compromise or
polential compromise

1 :
= "~ lintrusions
. L riedMDS

Sik6 |1
fi
[upon system startup and restart] and/or 7] Upon system start and
[upon command by user with appropriale /| restart; upon command
privilege] and/or {every (define time pericd)} | by user with appropriate
privilege; and every 24
hours (daily),
SL-Ba

Nclifies the system

{Inotifies system administrator] and/or [shuts]
administrator.

the system down] andfor [restarts the
system)

SI-7(1) |How often the IS performs integrity scans in Quarterly

reassess the integrity of software and
linformation
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